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INTRODUCTION

The Privacy Act (Revised Statutes of Canada, Chapter P-21, 1985) came into force on July 1, 1983.

The purpose of the Act is to extend the present laws of Canada that protect the privacy of individuals and provide
individuals with a right of access to personal information about themselves. It also protects the privacy of
individuals by denying third parties access to personal information relating to them and enabling them to exercise
strict control over the collection, disclosure and use of such information.

Western Economic Diversification Canada (WD) is committed to both the spirit and the intent of the Privacy Act,
which are based on the principles of open government, and to ensuring the privacy of individuals with respect to
their personal information held by the department.

This report summarizes WD’s implementation of the Privacy Act and fulfils the requirement under Section 72,
which stipulates that, “The head of every government institution shall prepare for submission to Parliament an
annual report on the administration of this Act within the institution during each financial year.”

WD will post the annual report to Parliament on its public Web site (www.wd.gc.ca/eng/59.asp) once it is tabled in
the House of Commons and the Senate. Alternatively, a request may be submitted to:

Access to Information and Privacy Coordinator
Western Economic Diversification Canada
Suite 1500, Canada Place

9700 Jasper Avenue N.W.

Edmonton, Alberta

T5J 4H7

atip-aiprp@wd-deo.qgc.ca

MANDATE

Western Economic Diversification Canada (WD) was established in 1987 to help lessen Western Canada’s (British
Columbia, Alberta, Saskatchewan and Manitoba) strong economic dependence on natural resources. Under the
Western Economic Diversification Act, 1988, the department is mandated to “...promote the development and
diversification of the economy of Western Canada and to advance the interests of Western Canada in national
economic policy, program and project development, and implementation.”

To support these outcomes, WD’s programs encourage business development, innovation and community economic
development in rural and urban communities. The department plays an important leadership and coordination role in
furthering western interests and responding to regional challenges. WD works strategically through partnerships
with all orders of government, academic and research institutes, industry associations and non-profit organizations
to implement initiatives that leverage funds and expertise for the benefit of the West and western Canadians.

The department organizes its programs and services to pursue its mandate effectively through the following
Strategic Outcome: “The western Canadian economy is developed and diversified,” and specifically through
program activities that include:

e Business Development;

¢ Innovation;

e  Community Economic Development;
e Policy, Advocacy and Coordination.

WD’s strategic investments in these areas will help to fulfill its vision:

To be leaders in creating a more diversified western Canadian economy that has strong,
competitive and innovative businesses and communities.
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ACCESS TO INFORMATION AND PRIVACY UNIT

Overview

For the purposes of the Privacy Act, the Minister of the Public Works and Government Services, Minister of Status
of Women and minister responsible for Western Economic Diversification (WD) delegated her powers, authorities
and responsibilities to the Executive Director, Finance and Corporate Management (Access to Information and
Privacy Coordinator) and Manager, Corporate Administration (Deputy Access to Information and Privacy
Coordinator). These individuals are accountable for the development, coordination and implementation of effective
policies, guidelines, systems and procedures to ensure the Minister’s responsibilities under the Act are met and
enabling the appropriate processing and proper disclosure of information. The Coordinator is also responsible for
related policies, systems and procedures emanating from the Act.

One full-time Access to Information and Privacy (ATIP) Officer in the Corporate Administration unit assists the
Coordinator and Deputy Coordinator with ATIP functions at WD.

Regional ATIP Liaison Officers (RALOS) are located in the British Columbia, Alberta, Saskatchewan and Manitoba
offices, in the Policy and Strategic Direction sector office in Ottawa and within the Corporate Headquarters and
Human Resources units. As the first point of contact, RALOs identify the appropriate subject experts, coordinate
retrieval of records responding to access requests and provide liaison between the ATIP Unit and regional staff
concerning enquiries.

The activities of WD’s ATIP Unit include:

processing requests in accordance with the Privacy Act;

responding to consultations submitted by other federal institutions on WD records being considered for release;

developing and maintaining privacy policies, procedures and guidelines to ensure the Act is respected by staff;

promoting awareness of the Act within the department to ensure staff is aware of the obligations imposed by the

legislation;

e preparing annual reports to Parliament and other statutory requirements, such as annual statistical reports and
the department’s Info Source chapter, as well as any material that may be required by central agencies;

o representing WD in dealings with the Treasury Board of Canada Secretariat (TBS), the Privacy Commissioner
of Canada and other federal organisations regarding the application of the Act as it relates to WD;

e monitoring compliance with the Act, its regulations as well as relevant procedures and policies;

e providing ongoing advice and guidance to senior management and staff on information management and

privacy legislation.

Departmental Policies and Procedures

In accordance with the TBS Directive on Privacy Practices and Directive on Privacy Impact Assessment that came
into effect on April 1, 2010, WD updated its Privacy Protection Policy in January 2011 to ensure requirements on a
privacy protocol, privacy impact assessments (P1As) and privacy breaches were incorporated into the Privacy
Protection Policy Suite (see Appendix A). The WD Directive on Privacy Breaches was approved in January 2011
and a comprehensive Privacy Impact Assessment Handbook, including a privacy protocol (see Appendix B), was
pending final approval by March 31, 2011. Final approval of the guidance document was received in April 2011;
however, in the event of a PIA requirement, the draft Handbook would have been used.

In addition, WD improved information about ATIP on its public Web site, including specific information about how
to make a request under the Privacy Act as well as a page where PIA summaries will be posted, as appropriate (see
Appendix C).
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Privacy Training and Awareness

The ATIP Coordinator, Deputy ATIP Coordinator and ATIP Officer provide ongoing advice on privacy issues to
RALOs and staff regularly to increase awareness of the Act. They also provide guidance on how the department
processes privacy requests, the rationale required to apply the exemptions and exclusions under the Act, where
appropriate, and when to conduct a PIA.

WD ATIP Staff Training:

The Deputy ATIP Coordinator and ATIP Officer attended the Access and Privacy Conference held in Edmonton in
June 2010. The ATIP Officer also attended TBS ATIP Community Meetings in April, May, September and
November 2010 and February 2011.

WD Staff Training:

¢ InJanuary 2010, an ATIP Meeting and Awareness Session with the RALOs was held in Edmonton
(12 attendees). This two-day meeting was the first session held specifically for the RALOs. The focus of the
meeting was primarily access to information; privacy was covered in broad strokes.

¢ In September 2010, a Privacy Awareness session was conducted with the Infrastructure Programs staff of the
Saskatchewan Region office via teleconference to discuss questions arising from “The ATIP Eye” message,
“YOUR Personal Information,” concerning what personal information can be shared with co-workers
(10 attendees).

e As part of its access procedures, the ATIP Officer meets with the appropriate subject experts before retrieving
records responding to personal information requests made pursuant to the Privacy Act. This has improved
awareness and ensured understanding of requirements and timelines as well as clarifying the scope of requests
to ensure that records and appropriate advice are received.

“The ATIP Eye” tips are sent to WD staff via email and posted on the department’s internal Web site. The tips
provide advice on frequently asked questions concerning privacy issues or areas where the department might
improve on its obligations under the Act. In 2010-11, nine tips and specific privacy messages were prepared,
including collecting personal information, your personal information and the “need to know.” The tips are shared
with ATIP officials in federal departments, including the regional development agencies in Quebec and Atlantic
Canada, the Canadian Space Agency, National Research Council of Canada and other departments that are part of
the Small Agency Administrators Network.

Privacy Awareness Events:

WD recognized Data Privacy Day on January 28, 2011, with staff messages and two posters placed throughout all
offices (see Appendix D). The two eye-catching posters entitled “Phishing — Don’t Take the Bait!” and “Wi-Fi
Predators” encouraged WD staff to aggressively guard their personal information against fraudsters and ensure they
practice secure wireless protocols.

The department also maintains an “Access to Information and Privacy” presence on its internal Web site that
includes policies, procedures, contact information, past training and awareness presentations, relevant links to useful
sites related to access and privacy as well as “The ATIP Eye” tips noted above.

Info Source

WD made substantial changes to its 2010 Info Source chapter to include improvements that the Treasury Board
Portfolio office identified as part of the Management Accountability Framework review of Area of Management
No. 12 in 2009. TBS advised that the 2010 submission meet TBS requirements, needed minor corrections and
provided general advice concerning the ongoing update and maintenance of the information contained in the
chapter.

The department submitted two Personal Information Banks to TBS in 2010-11. One was withdrawn, while the
second is still being reviewed.
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Western Economic Diversification Canada /
Diversification de I’économie de I'Ouest Canada

DELEGATION OF POWERS, DUTIES OR
FUNCTIONS UNDER THE A4CCESS TO
INFORMATION ACT AND PRIVACY ACT.

I, the undersigned, Rona Ambrose, Minister of
Public Works and Government Services; Minister
of Western Economic Diversification; and Minister
of State to assist the Minister of Canadian Heritage
pursuant to section 73 of the Access to Information
Act and the Privacy Act, hereby designate the
persons holding the positions set out in the
Delegation of Authority Schedule attached hereto,
to exercise the powers and perform the duties and
functions of the Minister as the head of a
government institution, under the sections of the
Act set out in the schedule opposite each position.

This Delegation Order supersedes all previous
Delegation Orders.

DELEGATION DE POUVOIRS,
D'ATTRIBUTIONS OU DE FONCTIONS EN
VERTU DE LA LOI SUR L'ACCES A
L'INFORMATION ET DE LA LOI SUR LA
PROTECTION DES RENSEIGNEMENTS
PERSONNELS

Par le présent amété, pris en vertu des articles 73 de
la Loi sur I'accés a l'information et de la Loi sur la
protection des renseignements personnels, je,
soussignée, Rona Ambrose, ministre des Travaux
publics et des Services gouvernementaux; ministre
de la Diversification de I'économic de 1’Ouest
canadien; ministre d’Etat déléguée auprés du
ministre du Patrimoine canadien, délégue aux
titulaires des postes mentionnés & I’annexe ci-aprés,
les pouvoirs, les attributions et les fonctions dont je
suis investie en ma qualité de ministre responsable
de Pinstitution fédérale, selon les dispositions des
Lois mentionnées dans la liste en regard de chaque
poste.

Le présent amrété remplace et annule tout amété
antérieur.

Dated,uttheCityofOttawathisldayof&{mgg/_},ZOH
Si@eaomkm_jomdefwzon

? o Ao

THE HONOURABLE RONA AMBROSE /
L’'HONORABLE RONA AMBROSE

MINISTER OF PUBLIC WORKS AND GOVERNMENT SERVICES, MINISTER OF WESTERN
ECONOMIC DIVERSIFICATION AND MINISTER OF STATE TO ASSIST THE MINISTER OF
CANADIAN HERITAGE
MINISTRE DES TRAVAUX PUBLICS ET DES SERVICES GOUVERNEMENTAUX, MINISTRE DE LA
DIVERSIFICATION DE L’ECONOMIE DE L’OUEST, MINISTRE D’ETAT DELEGUEE AUPRES DU
MINISTRE DU PATRIMOINE CANADIEN
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2010-2011 Report on the Privacy Act (Statistical Report)

REPORT ON THE PRIVACY ACT
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Western Economic Diversification Canada
Additional Reporting Requirements — Privacy Act

TBS is monitoring compliance with the Privacy Impact Assessment (PIA) Policy (which came into effect on
May 2, 2002) and the Directive on Privacy Impact Assessment (which took effect on April 1, 2010) through a
variety of means. Institutions, therefore, must report the following information for this reporting period. Note that
because some institutions are using the Core PIA as outlined in the Directive in advance of the implementation
deadline, they will not have Preliminary PIAs to report.

Indicate the number of:

Preliminary PIA initiated — 1

Preliminary PIA completed — 0

PIA initiated — 1

PIA completed — 0

PI1A forwarded to the Office of the Privacy Commissioner — 0

Note: State explicitly whether your institution did not undertake any of the activities noted above during the
reporting period.

In addition, institutions must report on the following:

Part 111 — Exemptions invoked

Paragraph 19(1)(e)
Paragraph 19(1)(f)
Subsection 22.1
Subsection 22.2
Subsection 22.3

WD did not invoke any of these exemptions during the 2010-2011
reporting period.

Part IV — Exclusions cited

Subsection 69.1 WD did not invoke any of these exclusions during the 2010-2011
Subsection 70.1 reporting period.

Western Economic Diversification Canada |
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PRIVACY TRENDS AND STATISTICAL OVERVIEW

Highlights

e  Western Economic Diversification Canada (WD) updated its Privacy Protection Policy in January 2011 to
include information requirements such as privacy impact assessments (P1As), establishing a privacy protocol
and procedures for privacy breaches. A WD Directive on Privacy Breaches was also approved in January 2011
and a comprehensive Privacy Impact Assessment Handbook was drafted, complete with the Privacy Protocol.

e WD recognized Data Privacy Day on January 28, 2011. Staff messages and two posters, entitled Phishing —
Don’t Take the Bait! and Beware of the Wi-Fi Predator! were placed throughout all offices.

o WD received one privacy complaint in 2010-2011 on information that was withheld pursuant to section 27 of
the Privacy Act, pertaining to solicitor—client privilege, and subsection 21(1)(b) of the Access to Information
Act, pertaining to government consultations and deliberations. The complaint investigation is ongoing and was
carried forward into fiscal year 2011-2012. There were no appeals or applications submitted to the Federal
Courts.

Challenges

¢ As federal departments venture into social media, issues about privacy protection, access, records retention and
other regulatory requirements will pose a challenge.

Personal Information Requests Pursuant to the Privacy Act

In 2010-2011, WD received two requests for personal information under the Privacy Act and one request was
carried forward from 2009-2010. All three requests were completed during the initial 30-day period. This is down
by 50 percent from fiscal year 2009-2010; however, the department has not historically received many requests for
personal information.

Records were partially disclosed on two requests, one of which the department was unable to process. In total, WD
processed 449 pages for the requests, of which 372 pages were released in whole or in part.

No consultations or extensions were required when processing the personal information requests.

Exemptions and Exclusions Invoked

WD invoked Section 27 of the Privacy Act and subsection 21(1)(b) of the Access to Information Act in whole or in
part on one personal information request and Section 25 on a second request.

Further to the request for statistical information on exemptions and exclusions applied under the Act in the
additional reporting requirements attached to the “Report on the Privacy Act,” WD did not invoke any of the
exemptions or exclusion during the 2010-2011 reporting period (see page 11).

Permissible Disclosure of Personal Information

Personal information collected by WD in the course of its programs and activities is being disclosed only for the
purpose for which it was collected, in accordance with paragraph 8(2)(a) of the Privacy Act.

WD did not disclose personal information for any other purposes as outlined in paragraph 8(2)(m) during the 2010—
2011 reporting period.
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Privacy Impact Assessments

In 2002, Treasury Board Secretariat (TBS) issued a policy that requires federal institutions subject to the Privacy Act
to conduct P1As before establishing new programs, systems or policies or before making any substantial
modifications to an existing program, system or policy.

While the policy has been rescinded and replaced by a new TBS Directive on Privacy Impact Assessment, which
came into effect on April 1, 2010, the requirement still exists to ensure that a PIA is conducted whenever personal
information is used in an administrative decision-making process. WD did not complete any Preliminary PIAs or
PIAs in 2010-2011 and, therefore, no assessments were forwarded to the Office of the Privacy Commissioner or

PIA summaries posted on WD’s public Web site.

Further to the request for statistical information on P1As, which was from the additional reporting requirements
attached to the “Report on the Privacy Act,” the following clarifies comments that were reported (see page 11):

e  Preliminary PlAs initiated — 1: WD initiated a Preliminary PIA for a Facebook initiative. Comments by the
ATIP Unit were provided on the initial submission to ensure privacy considerations were adequately addressed.
This initiative is not going forward, however, and, as a result, this Preliminary PIA did not proceed.

e PlAs initiated — 1: Early work began on a Core PIA about online reporting by WD’s clients using AccessKey
technology. TBS was very helpful in the development stages of this initiative and concluded that WD’s draft
Privacy Protocol covered the collection and use of the personal information for non-administrative purposes. As
a result, this PIA did not proceed.

WD ensures that careful consideration of privacy risks with respect to the creation, collection and handling of
personal information as part of its programs and activities.

Operational Costs to Administer the Act

WD’s total cost for administrating the Privacy Act in the ATIP Unit is estimated at $22,494, almost double the costs
incurred in 2009-2010. This includes estimated salary costs associated with all ATIP Unit employees of $22,218,
including a portion of the ATIP and Deputy ATIP Coordinator’s salaries and 25 percent of the ATIP Officer’s
salary. In addition, other administrative costs associated with operating and maintenance costs are estimated at $276.

WD also tracks additional privacy-related costs incurred throughout the department, including salary costs of
officials involved in the retrieval, review and recommendation phases of the personal information requests and
translation services. These additional costs result in an overall cost of $22,966 to the department to administer all
aspects of its activities related to the Act.

The increased salary costs can be collated directly with the development of new policies and procedures, such as a
privacy protocol, PIAs and privacy breaches. In addition, as WD explored online reporting tools and social media
options, a great deal of time was invested in researching and providing guidance to ensure privacy is considered in
these initiatives.

The associated ATIP Unit employee resources for 2010-2011 are estimated at 0.31 of a full-time equivalent to
administer the Act.
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APPENDIX A

l * I Western Economic Diversification de I'économie
Diversification Canada de I'Ouest Canada

Privacy Protection Policy

1.0 Policy Objective

Western Economic Diversification Canada (WD) is fully committed to both the spirit and the intent of the
Privacy Act, Mmthambasedmmeprindplsofopmmnmemmmasurethepﬁvacyof
Individuals with respect to their personal information held by the Department. Therefore, WD's Privacy
Protection Policy ensures that the Department effectively and consistently administers it responsibilities in
accordance with the Privacy Act and its Regulations.

2,0 Policy Statement

This Policy is based on the Privacy Act and the principles of open government from which it is derived.
Spedifically, the objectives are to:

* facilitate statutory and regulatory compliance, and enhance effective appiication of the Privacy Act
and its Regulations by WD;

* ensure consistency in practices and procedures in administering the Act and Regulations so that
applicants receive assistance in filing requests for access to personal information; and

*» ensure effective protection and management of personal information by identifying, assessing,
monitoring and mitigating privacy risks in government programs and activities involving the
collection, retention, use, disclosure and disposal of personal information.

The expected results of this Policy are:

*» sound management and decisions with respect to the handling and protection of personal
information, induding identifying numbers;

* clear responsibilities in WD for decision-making and managing the operation of the Privacy Act and Its
Regulations, including complete, accurate and timely responses to Canadians and individuals who are
present in Canada and who exercise their right to access to, and correction of, their personal
information under the control to the Department;

* consistent public reporting on the administration of the Act through WD's Annual Report to
Parliament, statistical report and the annual publication of Info Source chapters, which are produced
by the Treasury Board of Canada Secretariat (TBS); and

* Identification, assessment and mitigation of privacy impacts and risks for all new or modified
programs and activities that involve the use of personal information.

3.0 Policy Requirements

The TBS Policy on Privacy Protection (April 1, 2008), spedifically Section 6 - Policy Requirements,
provides guidance as follows which WD has adopted:

. D-lqauon:TheheadofU\eDepamnmt(UemMster)Brsponsiuefordeddlmwhetherm
delegate any of his/her powers, duties and functions under the Act. When the decision is made to
delegate responsibilities, WD must have in place a current Delegation Order, signed by the Minister,
authorizing which responsibilities may be carried out by particular officials. The powers, duties and
functions that may be delegated appear in Appendix B of the TBS Policy.

* Privacy Awareness: WD is responsible for making its employees aware of the policies, procedures
and legal responsibilities of the Act.

+ Protecting the Identity of Applicants: WD shall ensure that applicants’ identities are protected
and only disclosed when authorized by virtue of the Act, and where there is a clear need to know in
order to perform duties and functions related to the Act.

WD Privacy Protection Policy | | Y
Revised: January 19, 2011 (v2.0) a_ a
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APPENDIX A

* Processing Privacy Requests: WD shall establish effective procedures and systems to respond to
privacy requests, that include:

« directing departmental employees to provide accurate, timely and complete responses to
requests made under the Act;

» implementing written procedures and practices to ensure every reasonable effect is made to help
requestors receive complete, accurate and timely responses;

« establishing effective process and systems to respond to requests for access to, and correction
of, personal information and to document deliberations and decisions made concerning requests
received under the Act; and

« establishing procedures that ensure personal information is reviewed to determine if it is subject
to the Act, whether exemptions apply and conduct necessary consultations pursuant to the Act
are undertaken.

» Cabinet Confidences: WD shall follow established procedures concerning consultations with the
Privy Council Office prior to excluding Cabinet Confidences.

» Contracts and Agreements: WD shall establish measures, when personal information is involved,
to ensure that it meets the requirements of the Act when contracting with private sector
organizations or when entering into agreements or arrangements with public sector institutions.

* Notifying the Privacy Commissioner: WD shall notify the Privacy Commissioner of any planned
initiatives (legisiation, regulations, policies or programs) that could relate to the Act or to any of its
provisions, or that may have an impact on the privacy of Canadians at the early stage of
development to permit the Commissioner to review and discuss the issues involved,

* Use of the Social Insurance Number: WD shall ensure compliance with the specific terms and
conditions related to the use of Soclal Insurance Numbers and the specific restrictions with regard to
its collection, use and disclosure.

« Privacy Impact Assessments (PIAs): WD shall ensure that, when applicable, privacy impact
assessments and multi-institutional PIAs are developed, maintained and published of the
Department’s public website,

» Privacy Protocol for Non-Administrative Purposes: WD shall establish a Privacy Protocol for
the collection, use or disclosure of personal information for non-administrative purposes, including
research, statistical, and audit and evaluation purposes.

+ Exempt Banks: WD shall consult with TBS on any proposal for the establishment or revocation of
an exempt bank, and submit specific requests to the President of the Treasury Board with regard to

the proposal.

* Monitoring and Reporting Requirements: The ATIP Coordinator is responsible for monitoring
compliance of the Policy as it relates to the Act, and ensuring that:

* an Annual Report to Parliament is prepared and tabled in each House of Parliament;

¢ an annual statistical report on the administration of the Actis submitted to TBS;

+ new or modified Personal Information Bank (PIB) descriptions are prepared and registered with
TBS; and

+ the Department’s Info Source chapter is updated at a minimum annually, including proposed new
or modified PIBs.

4.0 Departmental Procedures

WD has developed a Privacy Protection Procedures Manual for the use of WD staff administering the
legislation and provides a balanced approach to explaining how the legislation permits both the disclosure
and withholding of personal information that has been requested.

In addition, the manual addresses additional mandatory privacy-related requirements including: the
correction of personal information, privacy breaches, privacy and contracting, the Social Insurance
Number, and the creation and registration of Personal Information Banks (PIBs),

WD Privacy Protection Policy Page 2
Revised: January 19, 2011 (v2.0)
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In addition, a Privacy Impact Assessment Handbook and related documents, templates and a Privacy
Pmmmlhavebeendevdopedlnmdamwnh&emqummdumsmmmmvxy

Impact Assessment, which came into effect on April 1, 2010,

The manual and handbook will serve as a reference tools for Regional ATIP Liaison Officers and staff, for
the purpaose of helping WD staff better understand the implications of the Privacy Act and to build 2
network within WD to ensure top quality responses to requests for information.

5.0 Authorities

The Privacy Act is supported by a number of regulatory, policy and procedural instruments that reinforce
certain provisions of the Act, as well as provide interpretation and practical guidance of specific sections.
These documents include:

5.1 Department of Justice Canada

*  Access to Information Act. mm.mw.nmmmm
Access to Information Regulations: hitp://law

. PrNacyActHeadsofGovermnatlnsﬂwbonsD&gnannOrder
hitp://laws.justice.gc.ca/en/showtdm/cr/SI-83-114

5.2 Treasury Board of Canada Secretariat
. m:sto lnlormaﬁon PolidesandGuldelhs

. Dlrectlve on rivecy Tepct Ammt(Apm 1, zoxo)
WWW -g 2
. Ditecbve on Privacy Practices (Apﬂl 1, 2010):

+  Directive on Privacy ts and Conecuon of Sarwoal il iaion (April 1, 2010):
> Dlrecﬂve on Soclal Insurance Number (April 1, 2008)

hitp://wwew.ths-sct.gc.ca/pol/doc-eng.aspx?id=13342
. Guidaooe Document: Taking Pﬂvacy into Account Befnre Making Contracting Decisions

* Guidance on Preparlng Infonnatim Shafing Agruments lnng Personal Information
(July 2010)
ths

WD Privacy Protection Policy Page 3
Revised: January 19, 2011 (v2.0)
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5.3 Western Economic Diversification Canada

Privacy Protection Procedures Manual
Privacy Breach Directive

Privacy Impact Assessment (PIA) Handbook
e Privacy Protocol

+ Core PIA Template

PIA Report Template

In the event of a discrepancy, the Privacy Actand its Regulations, Orders in Council, the Minister's
Delegation of Authority, directives and official Treasury Board policies shall take precedence over this
Policy and WD's procedures.

6.0 Date of Application

This Policy was adopted at a Management Accountability Committee meeting of Western Economic
Diversification Canada on November 19, 2008, as part of its Policy Suite. It was revised and approved by
Executive Committee on January 19, 2011, and shall apply to all programs services of the Department.

6.1 Policy Change Control

Revision Date Issued Author Brief Description of Change
Number
v1.0 November 19, 2008 ATIP Officer New policy based on the April 2008 TBS
Privacy Protection Policy.
V2.0 February 19, 2011 ATIP Officer Bi-annual review and update to ensure
April 2010 TBS privacy-related directives are
incorporated.
WD Privacy Protection Policy Page 4

Revised: January 19, 2011 (v2.0)
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WD Privacy Protocol

Western Economic Diversification Canada’s (WD) Privacy Protocol is intended to ensure that the
collection, use or disclosure of personal information for non-administrative purposes within the
Department is carried out in compliance with the Privacy Act, the Privacy Regulations and related privacy
policy requirements of the Treasury Board of Canada Secretariat (TBS).

TBS defines a non-administrative purpose as:

"The use of personal information for a purpose that is not related to any
decision-making process that directly affects an individual. This includes the
use of personal information for research, statistical, audit and evaluation

purposes.”
WD is committed not to use the personal information It collected for any other purpose than the
proposed non-administrative purpose, except where:

« the individual consents to another use of their information at the time of collection (e.g. to be
contacted for audit purposes in the future);
it is for a consistent purpose (e.g. to contact survey participants to clarify their response); or
WD might be required to disclose the information in response to a subpoena or other Court order.

1.0 Alternatives to the collection, use and disclosure of personal information

When considering the collection, use or disclosure of personal information for non-administrative
purposes, WD commits to:

« consider alternatives to the collection, use and disclosure of personal information, such as the use of
depersonalized or aggregate data; and

« where the proposed non-administrative purpose cannot reasonably be fulfilled without the collection,
use or disclosure of personal information, WD will weigh the benefits against the invasion of privacy
before determining whether to proceed with the non-administrative program or activity.

2.0 Collection, use and disclosure of personal information

When the ATIP Coordinator or Deputy ATIP Coordinator authorizes the collection, use or disclosure of
personal information for a non-administrative purpose, WD will ensure that:

« the personal information relates directly to an operating program or activity of the institution, for
which it has legal authority;

« the personal information or data elements being collected, used or disclosed will be limited to that
which is essential to meet the objectives of the non-administrative program or activity;

+ Individuals will be given adequate notice of the non-administrative purpose for which their personal
information will be collected, used or disclosed;

« access to personal information will be limited to those individuals who have a genuine need to know
to perform functions or duties related to the non-administrative program or activity;

« the personal information will not be used or disclosed for any other purpose beyond the original non-
administrative purpose for which it was collected;

» the results of the non-administrative program or activity will not be used to subsequently make any
decisions that would directly affect the individuals to whom the information relates;

* the results of the non-administrative program activity will not be published in a way that could
potentially identify the individuals to whom the information relates;

« adequate security safeguards will be used to protect the personal information;

WD Privacy Protocol Page 1
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« an action plan will be in place to address potential privacy breaches;

» where possible, personal information collected, used and disclosed for a non-administrative purpose
will be stripped of all personal identifiers (de-identified) once the non-administrative program or
activity has been completed;

« alternatively, if WD determines that it must retain the personal information, it will establish and apply
a retention and disposal schedule to the information, including any information generated by the
non-administrative program or activity;

* any institution that receives the personal information and is also subject to the Privacy Act will
demonstrate that the personal information is directly related to one of its operating programs or
activities, and commit to only use the information for the proposed non-administrative purpose (such
a sharing of information should be done through a Memorandum of Understanding (MOU) or similar
agreement);

* WD will establish a contract or other information sharing agreement with any other recipients of the
personal information and the agreement will include adequate privacy protection clauses to ensure
that the recipients continue to respect the undertakings of this protocol, Including a prohibition
respecting any unauthorized use or disdosure of the personal information without the express written
authorization of the institution; and

« WD will reserve the right to audit or request audits of recipients’ uses of the personal information.

3.0 Enquiries
All enquiries regarding this Privacy Protocol should be addressed to the ATIP Unit at (780) 495-4982.

4.0 Date of Application

This protocol was adopted the ATIP Coordinator on April 22, 2011, as part of its Privacy Protection Policy
suite, and shall apply to all programs and services of the Department.

4.1 Document Change Control

Revision Date Issued Author Brief Description of Change
Number
vi.0 April 22, 2011 ATIP Officer New protocol is based on the requirements
of the April 1, 2010, TBS Directive on Privacy
Impact Assessment
WD Privacy Protocol Page 2
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WD Public Web site
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APPENDIX D
Data Privacy Day 2011
Barb Steele
From: WDNet
Sent: Wednesday, January 26, 2011 9:19 AM
To: * Everyone - All Ragions
Subject: Data Privacy Day | Journée de la protection des données

Welcome to

Privacy Act

Data Privacy Day 2011: January 28"

Visit the Privacy Act page for more information ...

w

Bienvenue a

Loi sur la protection des renseignements personnels

Journée de la protection des données de 2011 : Le 28 janvier

Consultez la page Loi sur la protection des renseignements personnels pour plus de renseignements ...
hutpiwdnev e/ Admin/ ATIP/Privacy [asp
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'*. mﬂ de 'Ouest et

Home > Finance and Corporate Management > Corporate Administration > Privacy
Privacy Act

Data Privacy Day 2011: January 28th

Every day people around the world are using powerful technologies and devices to improve their lives, Software is
developed, hardware built, and services designed to enhance productivity, communications and safety, We have
come to depend on mobile communications, instant access to information and intelligent services, and we're
empowered by these technologies in ways we would never have imagined...even a few years ago.

Despite the benefits of these technologies, doubts and worries persist about just how much personal information
is collected, retained, used and disclosed to provide these convenient and parvasive tools and services.

Data Privacy Day is an intemational celabration of the dignity of the individual expressed through personal
information. In this networked world, in which we are thoroughly digitized, with our identities, locations, actions,
purchases, associations, movements and histories stored as many bits and bytes, we have to ask - who is
collecting all of this — what are they doing with it — with whom are they sharing it? Most of all, individuals are
asking 'How can | protect my information from being misused?’ These are reasonable questions to ask and we
should know the answers.

Even WD must question whether they are complying with privacy laws and regulations requiring privacy
protections for our clients and staff.

Please take the time 1o read the 2011 Data Privacy Day posters located throughout WD offices, to learn ways to
protect your personal information in your day-to-day lives.

© WIFi Pradators
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“Phishing” Is a criminal activity carried out by fraudsters attempting to obtain sensitive personal information
such as passwords and credit card details. Victims may stumble onto phishing websites by simply mistyping a
web address (URL), but usually they receive an e-mail that masquerades as official communication from a
trusted source, such as financial institutions and even government departments, and are then directed to reply
to the e-mail or go to a phishing website

Phishing e-mails and websites have bacome increasingly sophisticated in appearance and are often difficult to
distinguish from legitimate ones. Most ¢create the impression that there is an immediate threat to one of your
accounts (e-mail, bank, etc.), Unfortunately, because there is an implied urgency to respond, victims often
supply their personal information.

Don't take the bait and click or respond...

If it sounds too good to be true, it is, And, if the message does not appear authentic, it probably isn't.
Delete requests for your password (WD's IT staff will never ask for your password via e-mail,. if needed, be
sure you know the individual making the request, understand the reason it is needed, then change the
password when they have completed their work), If you supply your passwords..
¢ your e-mail accounts may be used to conduct fraud or other illegal activities!
* your existing financial accounts may be used to withdraw money or make purchases or new bank and
credit card accounts opened in your name (identity theft)

* Be suspicious of requests for financial information or if the message asks you to send your information to
them, rather than the other way around.

* Logon regularly to your online account and check your transactions, grades, etc

e Don't click links to unexpected e-mail. If you follow links to a phishing site, “drive-by-download" software
may take over your computer for criminal purposes or everything you type may be monitored (key stroke
monitoring). Safe alternatives are to type the organizations main URL into your web browser’s address bar
and navigate from there, or call the organization using a telephone number from a reliable source
(telephone book). Does the content of the message appear in search engine results?
If you hover your mouse over the link, does your browser or security software silently scream at you?
Don't fili out forms embedded in e-mall messages.
Avoid using public computers for financial and other sensitive communication (password sniffing software
or hardware may be installed on public computers),
Seeing silly typos, formatting or grammatical errors a professional would not make.
If you don’t have an account with the company supposedly sending the emaill

Data P rivacy Day - januarg 28, 20M
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Beware of thl;
Wi-Fi Predator!

It's great! A Wi-Fi network makes life more comfortable because you can access the Internet from portable
devices from virtually every corner of your home or in Wi-Fi zones even in your favourite coffee shops without
those pesky cables getting in the way! Amazing!

But the downside is obvious (or maybe not to some technophobes)... you can’t stop the radio signals from
going out of your home or Wi-Fi zone, That means If you haven't enabled security to your wireless router,
even the most inept neighbour can snoop and easily piggyback on your Wi-Fi connection.

Despite warnings to Twitter, Facebook and other social media sites, insecure surfing leaves your accounts
open to hijacking. Just think, your neighbour or child’s friend might be hacking into your personal networks
and scooping up bank passwords from just across the street or even in the next room/!

Naturally, if your neighbour can do this, just think what a Wi-Fi predator can do! Someone can do something
illegal on the Internet through your network, and you end up gullty. Victims could find it difficult to go after
the Wi-Fi predator because how do you figure out who they are!

Tips to safeguard against the Wi-Fi predator...or even the simple snoop!

1. Don't use open Wi-Fi networks. If you must, when signing into Facebook, Twitter, your e-mail or other
websites that require user authentication, ensure the web address starts with https,."s” stands for secure
Some sites, ke banks, automatically default to https. Others like Facebook and Twitter don’t, but you can
choose that option,

2. To switch to a secure connection, go to the address bar and add an "s" to http. When you do this, you'll
find yourself at the secure sites. Be sure to bookmark the secure site {ie. hitps://facebook com).

3. Use tools like the Firefox plug-in Force-TLS to force sites to use https, a move that makes any data
transferred between your computer and the website it accesses unreadable to predators and snoops
(Force-TLS — hitps://addons mozilla oR).

4. Make sure you logout of any networks that require authentication when moving to a new wireless
location. When you reach your new location, Jogin again, making sure it's over an https connection.

S, Use WD's virtual private network (VPN) or set up your own VPN, although that is a complicated option the
casual computer user wouldn’t want to undertake, for government-related business,

Data Privacy Day - January 28, 201
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